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Research on Privacy Protection Strategies of
Universities Based on Blockchain

Lin Chao ShaFeng
( Information Center, Xiamen University of Technology, Xiamen, Fujian, 351024, China)

Abstract Colleges and universities often involve the collection, use and publication of personal information in
the daily teaching management process, there may be leakage of private information during the transmission
and publication of data, the existing central database may be attacked and result in data leakage, university
students often use internet products are easy to cause information to be collected, in the era of big data, private
data can be obtained by analyzing non-private data. Colleges and universities should adopt more advanced
technology to prevent information leakage while doing a good job in privacy protection strategies, blockchain

decentralization can effectively avoid the problem of centralized database being attacked, and the blockchain
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has natural advantages in identity management. The article compares and analyzes the advantages and

disadvantages of mainstream blockchain privacy protection technology, and finds that zero-knowledge proof

technology is more suitable for universities, aiming at zero-knowledge, three solutions of Hawk, Mediledger

and Identity Mixer are introduced, analyze the identity management and specific application scenarios of the

three schemes, choose a suitable plan to provide a reference for privacy protection in colleges and universities.

Keywords Privacy Protection; Blockchain; Zero-Knowledge Proof

1 55

W R s R S AR RO SE A4 IE 44451
FOSIHG, TR P TO M M B, b
TSR A A B R S — 25 . S8
T 28 B P B T R SE , Rk
FFI S B TR . 20154EE R kA T (lE
AT R4 S AL g5 R Bk ) Y
BRI REE . f76E . (S %
SRR “B/ME” EN, BESROAEAEAE R
FRSH SRR, IAMENHEENT
R4 P HIBARL, SRTTT BB R O 7 B
X P24 P AT A DA X F S e 77
RIBARL 2 B RA RS AL B A AT 103
WA, R, AR
iR, RNEERBRRRE, SR
FkR BRI, PP B R B A 5 % v IR
SSRIRREN, TR A D 4 A R RT  1o E AE E F
SR, R P SR R O
HELLHLREA A TEEYS A, M, MAEA
TR T RGN 2SUR, HAEERE
A o R T I 5 SR RS, A S
PR S AVE B2 Ry, TR T SRR
S — R

2 bR AL W)

HET, 4 BB A A R R R S RS
RGHEN, BT EEBARER R RA%
WL R R A R R R A B B

BEW Lt % . KRR G 1
TR ROR, JCHAEBRA R S AME BRI
RIBLRT, Bah RIS RS SR
ik, DABIEAZEIBNR, ANEDA
T FE IS EBEEAT . B IR FFAE
HIRMER, HREd REREORAEBE AT LI L
BT REATT R B EEE AR S BT EA
TR FEAME L

RAAARFRIE A, AR R AT
M B, R, ZEIEEER, R
AR H CRIATR R OUSATEIITALE , dnft Al
fBSER, FEMPEIZRE, e BPR. EAATR
T, FEMRELEST ., GEM—AREg, AT BT,
BoRihl, XEERERANRRENER, B2
A REIRAL, AT LA 22 R B (27
B Bl PR, ARG PREUNTAL, AT,
SEE(ENE . ACRHRNVAFE R REFAE R
gy, MBI A SR EIES . TS
BT RSSURGE R o BRI E T
MNEER S IR L R E N AEE
PRAMEEER AR, DS RO A TR
TEME, DABERAGRIP A, MBS
FEl R ST AU, [FINER = SR SR RARRY 5
Ao HI, SRNAZSEET TGS 15
ENSUE AR AN IValITE SMWAN =) SYES/AR HU R
PRSI BT, SRS KR el AR T
Bro XHMETESHEE EARIRIIIGS, RBERL
U ISTRM NI IR SIS

61

zicws: \ [N




EEMNRBIC 5L (2020 &)
% Information Theory and Practice

3 RXBUERAMRIEA

DX B R B Ok T R AR
o, HEFOMRALER R PG NS
PR [ I AN A 4EL O Fp oS 3T P S e
R, fRife T BB RS, Bt P
FERAPRATHR TRk, R DXERAEAE A 5079
R BT TR AT R | 2
Wbt 25 AER . BRI AR IE B
HHMhIk, MHEAFEERE=125,
(B2 X ERAFEAZ By BT AR R AT DO HAR R O 0
EFEAT 3 AT TR X — DX A B
A I XA AE 5 BT /0 ARt P B A
EREMTAERS, RIEHHTH B HAR AT
PAar iz : — ISl At — bk A ey
SESITFARARIOZHE AR, TSI H
FHE s —2RRld KERAE G iR A FE R
RIS AN A LR AT 2R 2RI — T 2
AR B, RADAESRIUH LA B A PR
AU T R K s 15 B B SRR A
o HATERIXBRGEER R BOREEA
ity NTEPRE HA B TR
31 RERAK

A MHLHEIE ST LTy s & oo
BAAEIFR ) E—AR TR EHE=
JI R IT, AP el SR AR =IO
R, B =ITT RRRI B A o O SN L
A gy NI LN e: b1 I RA:E I R ey ok
= RGBT T SR, (G
MEABUERR P B it i) o (EU2 S =00 O
M55 e e e 4, FFH A =IO R B0
Fil, HHE— B P AR ok AR
PRIE . 2 AP O R T A il R
DRSS, ZR TS =ITIR MRS, IR
R IEFESER, R MR S AR
THR=TT, PG HEMss%. (E2R

MRS, R A A AT T
O A, NI 0 T IR M AT AR
HET R0 T IR T BIRICE
32 [RRpibibE AR

S Bl it b A5 A B A 2 5 0T # A
R — R, 5= %A BRI FAH TG
PRy B2 | NSO D AR i s o NN (E b sep DU R =2
55 B BT 3R J7 Bl — Ik B R BT 2
(] {5 R 3042 T DASKR IS S B 1), RREEAE
— AL HR A — I R A BB A
| 7S 015177
33 mEREAR

BRI A AR ST BT AR 28
SRR TN, SRIERHINE Ja AR kg
BT o X —I7 A RN R A
AN E R &, X3 LR 2E B
FAEERR . SRS FRIN S F RE N2 A AL
s, (X FRIN2 Bk i B A T, R
P R B T KRS SRR, X
Fhoy =GR AR, A BT X2 A
KAEGE, KiETT A ReAEFE I [A] A M 25 8 E R 58
NREF I SB35 Toaksenk. @ 77
(87 28 5 R A% HORN Gt i3 28 B B SE PR
(B2 R, T,
34 KEZEAR

e U AR AR A
HAITINEEL, =TT REBIGIEAE il 25
Fre N BN, [HAE TR A2 1
MR, IEZRRAREEHELRE, HAXR
B, W AEWATFESVE, 477 hik
PRI B CIES, LEaHrak i
HENHEECHIMASE G, BT IREET0E
TSR, WA ERAR IR,
35 BEEEFMERA

B AR I R R R 43 DR 2 R SR D




G, AR Y b, R R
T O AETIS I = 0y . IXE AR S el T
AN ERAMOTIRR, 8% Fize o) kAE
BRHOEBEEIER, T2 5h1mHAM
S 57 R A Sy T B TR T 28 5
TE BT 2 Db I i 75 28 =y fQ B 24
1, RIS T 5 S =07 B
3.6 KEBEERA
RS T B AR A 5 4845 18 XK S i
PO R B R R R S R AR
ATEE A Z I R R S, R
ARG —TT R SEANEREEGL, N7
AE B B R AR R R U 4 A T T O DA T 43
Fido FRRAE A BB R AR AR, SR
WA, 25Ty TGS EIE
37 RE2REHITE
WEREZE Y BRES 5 E TAE,
BHE—IT AV R EIRAIBR, PRIt
FREARSHIEE . (22 ESRET, [
N EER S 5 A T E
3.8 ZEHMNRIEMA
TR 432 38 22 B 2R 22 B 2
L, SRR FEAN I R A AMTART (5 BB 17 L
T2 5077 5 b — 77 UL I A A FL A
1o ZEH A HRN F G A RS AR T
B, PR AR 2 B AR ARE I
Wo zk—SNARKSEHHA(FM: AR B
FEIPIER
zk—SNARKRH 12 [ S REA, 18
XPEERIN 2, AP ARG E R ER
FURERGAIE B CAREIRIE), AEA RO g E A
AR, (H 2 zk—SNARKZESITHT
T MU= AR RUE A ANIE I A R T 15
X, RN zk-SNARK P& S ZepE i
S 2T R, ST

FRE AP TINTE] .

4 XYRERFLRIERG

WEE X PSRRI BG4, AR, HHiT. W
TAFSUE RN, i BT R ST IRA TR
IZHTRUE M EE A & m i E 2. BT,
FeOHfE B AR 2 R - R 1A
WERIFS TR N URN X% TT 56
4.1 Hawk

Hawk " fE R B 86420 B R AR R i 2
i, HERRRE D N AANRE MR T AF
UMY EE b, FEGLAAN HaE, i
MCRE B ABGLESE . FAEMSIRZ S5
&, HAENE=TTREES5EITRAA G
24y, PITIE AT LU AR, wfE
M58 =77 ] A& IR RE B L9 HUN GBS IS SR
NTOIER SR, AFGASERES
AR BERPITHIBE I T IRISFEAT IR <,
M HSERE =TT E A AP NIES L
RE=TINEITEL ., KRS 5T7 St
FHERR, THEENEREINSSEEEES
29 IR LU S 2% NTE 4 o
4.2 Mediledger

Mediledger £ FeofA UL 1 =R
AR PR AL IR SSRRE
RSN TR BB 2T, AL ML,
PRAE T R AT AACFRIN (], B ae & 2k
FREREAS; R zk-SNARKIHTESY
TR, Mediledger &3 T B ITHT, H
AR EIE R A SR X e B AR N
HIFFFICERTT, HARREA T

25 T3 HHEEE AP 2% P ity R e 413K
[FIZZ 577 CHERE PR T 5T TR A T
PR A A (B L S AN KSR 555 22
5y T3 W AR B U % 1 B B HL 7 e AR 1S
B RIS LRERTF T s E

63

zicws: \ [N




EEMNEIS SR (2020 4 )
% Information Theory and Practice

B XS E,

L5 TT CEIERE S TT B R, IF4EAE
CARVA AR B RS H IR ER B O
XEFi55; 5 T7 LA 5 JE B SE T 555
BGUEY R b IR BB A 200 22 55 BT I 3 B
BEATIAE, RAER, RS RS R
WA BT RTE X e b B (B Ry
HIETT AL 5 T7 RS RIZE 5 77 o
4.3 ldentity Mixer

Identity Mixer " (#1582 5770 DLSCE
SRINIE, 25 DIE EiEHEEELENE
P, RIS AT AR 156 AN [ DA E (B A 7 SR B 43
H7, Identity Mixer MY FEAIFEA NI,

HAZIRTT, CAF=AZ AR A A

MR, BP9 R AR I 01
FEMHIERIEK, FERUSAEEN B TR,
A IUE LA B IS A E e, 2R
JEr R CEUEA A T 7 3

R SEIRENTT, AR RIS [F Y
I, DRGSR E T P A i
TRMRLCE I . WREL R B SR I, FF
T EUEAS AU A AT AR @ A T IE
WA R ATRBORE R, S B FEIE

HS RS EOR RS,

SUEIATT, B UE TR FH CA R A IR 4 i
S AT AR SR M T

Identity Mixer A BTG CAXS F FAIE
KAHAT R, A A CAR TGRS
FEUEAE R [FCR A HIE S, tAREXRT H P S
H R4 REREA T SRR 43T, T HL S R i A
/INEME, BHAEFZRINER.
44 BRUBRHF

X3RRI T R AT, WERLR,
B BT AT B B AL PRAP SR R R
T e FRRA PR — AR ) R B Ar , [
I ETEFEIT R ) o 1X 3P Ty SR HARR 1 B
MG, BRI F 2R B A R I EEAL
WS, FHTPUEIA 5 BE PR MO 2 1 7 Z8 R
M, AR Zerocashye H i FAb BUR 4 HY o
X ek HAE SN T B B, F 8
FEATIBOREIL . 25%TTHMFK. RS
TR, FEIFE . BEER, @ETE.
BRRARIT S RIS SR . Tl e AT
LRI, X il B 37 5 e A F 2
Identity Mixer 7%,

®1 ZHNABERIER

VEES FHIRIERA iR N PR 4 HhFRFASRER
Hawk Ay ge] AR A& VA PR Az ]
Mediledger Zk—SNARK #2577 BE25 4K T
Identity Mixer FEAIEA FH P kAl E=gig=gil HEH

5 &k

Bl IR 19 248 O 2B 35 1 SR (B 1 7]
I, A PNEERYHER T, JCHAER
B, AT R AR A T R
MRS AR BERAR o T i A A AR AR X

B, AR H CHIE R ER
Fo MR ERAPRIT SR G AU TR]IN, BENIR
P S SEE AT IR SR, TiIX
BRAEAE S8 BB AR s . RSO
e T BT IR XA FRRA PRI BOR




VT T A REOR B ER i, AL
HAEFWE/N, R/NEEREE. 2770 R
PRI A, OSSR A AR BRI
F R HRUERT , ZRSCE SN T Hawk
Mediledger. ldentity Mixer =F & FH0TT
%, NHGGE N BARE H 7 50 T 4R
ST, Welldentity Mixer{F s AL PRI
TR, NAKERERLGI S %

2% 3Cik

[ 1] AT R, ARRAT AU 9 2 S A
55 Mg [OL] . [2015-12-28] http: //
WWww.gov.cn/gongbao/content/2016/
content_b061699.htm.

[2] BE5H. FE W45 R 5T STk v & 53T
[J]. E¥mEie 5, 2015, 2:

44—49.
[ 3] BOEF, e, (D0 SR AEREAR
PEORIFFE M R n——LA20194EQS TR

FHEAATI00Z Mo [ ] . A
&, 2019, 38(8): 28—33.

[4 ] g, RESEIN R ea A5 B R AR
PUBIRTSE [ 1] . FHAEAG, 2017, 35:
T7T—78.

(6] BlReE, Tk, . XS S HRieA,
PRIMBLAN [ 7] . K, 2018, 4 (1) .
50—b52.

[6] HEARN M. Merge Avoidance: Privacy
Enhancing Techniques in the Bitcoin
Protocol [ EB/OL ] . [2018-05-101] .
https: //www.coindesk.com/merge—
avoidance—privacy—bitcoin.

(7] X, £a, F. KRR R EL
ALT] RN ITRSSET, 2019, 40
(6) : 1571

[8] YUAN C, XU M X, SI X M. Research on a
New Signature Scheme on Blockchain [ EB/
OL].[2018-05-10] . https: //www.
hindawi.com/journals/scn/2017/4746586/.

[ 9] SASSON E B, CHIESA A, GENKIN D,
et al. SNARKSs for C: Verifying Program
Executions Succinctly and in Zero Knowledge

[ M ] //Advances in Cryptology—CRYPTO.
Berlin: Springer, 2013: 92—106.

[ 10 ] GREEN M, MOERS L. Bolt: Anonymous
Payment Channels for Decentralized
Currencies [ C ] //ACM SIGSAC Conference
on Computer and Communications
Security. ACM, 2017 473—488.

[11] SASSON E B, CHIESA A, GENKIN
D, et al. Zerocash: Decentralized
Anonymous Payments from Bitcoin

[ C] //Security and Privacy. IEEE,
2014 551—473.

[12] KOSBA A, MILLER A, SHI E, et
al. Hawk: The Blockchain Model of
Cryptography and Privacy—Preserving
Smart Contracts [ C ] //Security and
Privacy. IEEE, 2016: 840—856.

[ 13 ] MENDING J, WEBER I, WIL VDA, et al.
Blockchains for Business Process Management—
Challenges and Opportunities [ EB/
OL].[2018-01-23] . https: //www.
researchgate.net/publication/316076240_
Blockchains_for_Business_Process_
Management_—_Challenges_and_
Opportunities.

[ 14 ] Hyperledger. Project Charter [ EB/OL ] .

[ 2018-05-10 ] . https: //www. hyperledger.

org/learn/white—papers.

zicws: \ [N

65




