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Research on Construction of Zero Trust Network
in Data Center Based on VMware NSX

Ye Ruizhe Sha Feng

( Xiamen University of Technology, Xiamen, Fujian, 361024,China )

Abstract This article takes the data center of Xiamen University of Technology as an example to introduce the
deployment and application of the zero-trust network model in the data center. The application of VMware
NSX and SDN technology to virtual machines as the smallest unit has achieved full isolation of north-south
traffic and east-west traffic according to policies, which has improved the security level of the data center. The
main idea is based on the zero-trust network model, and reorganized and adjusted the security equipment,
system architecture, rules and regulations according to the characteristics of the universities themselves.
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